The Hidden Toll of Identity Theft:

Protecting Your Mental and Emotional Health



Protecting Your Self

From IDTheft

Learn Learn about the types of identity, theft,
and what you can do today to pretect
yvourself.



Identity Theft:
The Silent Threat

Total financial losses associated with fraud in the U.S. reached
an all-time high of over $12.7 billion in 2024, marking a
significant 23% increase from $10.4 billion in 2023.

Globally in 2024, breached accounts skyrocketed to over 5.5
billion, representing nearly an eightfold increase from the
approximately 730 million recorded in 2023
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Many people are
victims now but do
not know it
because they only
focus on credit
monitoring
through their bank
or credit card..




It's More Than
Just Your Credit

Credit monitoring is not
enough!

While credit fraud is a major concern,
it's just the tip of the iceberg. A
staggering 60% of identity theft cases
involve types of fraud that don't show
up on your credit report.




Types of Identity Theft .
Financial AR

Medical
Criminal

Government Benefits
Impostor Scams
Child Identity Theft



Financial
ldentity Theft

Bank transfers and cryptocurrency accounted for the
highest aggregate fraud losses in 2024, totaling $2.09
billion and $1.42 billion respectively. This strategic
move by criminals significantly hinders victim recovery
efforts, as these payment types typically lack the
consumer protections associated with credit card
transactions, making it much harder to reclaim lost
funds.

« Most common type of identity theft.

» Thieves access bank accounts, open
credit cards, or take out loans.

e Results in unauthorized charges,
damaged credit scores, and financial
ruin.

« Recovery can take years.




Medical
ldentity Theft

The healthcare sector experienced its worst year ever
in terms of breached records in 2024. The number of
compromised healthcare records jumped by 64.1% from
the previous year' = ing total, reaching
276.7 million records. This figure is estimated to impact
81.38% of the 2024 U.S. population.

hitt gl arwrey. b pasaiournal comi'big ge st - healtheare - data-breaches- 20247

« Someone uses your identity for
medical care, insurance claims, or
prescriptions.

e L eads to incorrect medical records,
jeopardizing your health and insurance
coverage.

« Can result in denied claims, incorrect
treatments, and even misdiagnosis




Criminal
ldentity Theft

e Your identity is used to commit crimes,
giving your name to the police or using
it for employment.

» Creates a false criminal record,
impacting employment, housing, and
travel.

* Legal consequences can be severe,
including arrest and wrongful
conviction.




Government
Benefits Fraud:
Criminals steal
your information
to claim
unemployment
benefits, tax
refunds, or other
government
assistance.




Imposter
Scams

Deceptive Identity: Imposter scams involve
criminals impersonating trusted figures like
government officials, tech support, family, or
romantic interests to gain victims' trust.

Urgent Demands: Scammers pressure
victims to act quickly by creating a sense of
urgency, often involving fake threats or
emergencies, to cloud judgment and prevent
verification.

Unusual Payment Methods: They request
payment through untraceable methods like
gift cards, wire transfers, or cryptocurrency,
making it difficult to recover funds.

Exploitation of Trust: Imposter scams prey
on human emotions and vulnerabilities,
exploiting trust, fear, and love to manipulate
victims into sending money or sharing
personal information.




Hidden Risk

o Public Wi-Fi: Using public Wi-Fi without a VPN can
expose your data to hackers.

» Social Media Oversharing: Sharing too much personal
information on social media can make you an easy
target.

+ Unsecured Websites: Online shopping on unsecured
websites can compromise your credit card details.

» Data Breaches: Large-scale data breaches are
becoming increasingly common, exposing millions of
records.

» Phishing Scams: Clicking on links or attachments in
phishing emails can compromise your information.

» Mail Theft: Physical theft of mail can lead to identity
theft.

« Weak Passwords: Using weak or repeated passwords
across multiple accounts makes you vulnerable.

» Unpatched Devices: Failing to update software and
operating systems can create security holes.

» Lost or Stolen Devices: Losing your phone or laptop can
expose your personal information.

» Data Brokers: Data brokers collect and sell your
personal information, increasing your risk.




What you
can do NOW

« Strong Passwords « Secure Your Devices

+ Password Manager + Limit Social Media Sharing

* Credit Freeze » Shop on Secure Websites

« Monitor Credit Reports » Monitor Bank Accounts

+« Two-Factor « Be Wary of Public Wi-Fi
Authentication + Opt Out of Data Broker

» Beware of Phishing Scams Sites
+« Secure Your Mail « Educate Yourself




Child Identity
Theft

e Children are vulnerable due to their
clean credit histories.

« Impacts their ability to get loans,
rent apartments, or even get jobs in
the future.

* Parents need to be vigilant and
monitor their children's credit
reports.



According to Barclays, the information
parents share about their children
online will lead to two-thirds of the
identity theft committed against young
people by 2030

© 2024 PPLSI. All rights reserved.


http://www.bbc.co.uk/news/education-44153754

A Javelin study found 94% of families
did not have identity protection in
place when their child became a victim
of identity fraud

© 2024 PPLSI. All rights reserved.


http://javelinstrategy.com/sites/default/files/files/reports/21-5012J-FM-2021%20Child%20Identity%20Fraud%20Study_1.pdf

Our loved ones are not statistics

© 2024 PPLSI. All rights reserved.



ldentity theft can cause lasting trauma

© 2024 PPLSI. All rights reserved.



Identity theft recovery isn’t just
about restoring your credit —
it’s about restoring your peace
of mind

We help with protective and

restorative solutions

Here’s how




Complete C

IDShield

U Ibshield

7 SCORE TRACKER

.
texperian

802:

G @4
300 560

Vantage Score 3.0

oct6 Nov 23

INChiAlA Avdialan

@

GREAT

Hi Jane!

Don't let your legal
question become your
legal problem

Request a consult

Start your will

No matter your age, having a will provides peace of
mind... like a 'Do Not Disturb' sign for the afterlife. It's
a reflection of your life—think about your loved ones,
support your favorite causes, and ensure your pets
are cared for. Start today; it's a simple, responsible
act that shows you care and might even be a bit of

fun!
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What Is the Will Process? - Leg...
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IDShield

Real-Time Monitoring of What Matters Most

Full Name

Date of Birth

Social Security Number
Driver's License
Passport Number
Mailing Address

Phone Numbers

Bank Account Numbers

Credit/Debit Card Numbers

Retail Card Numbers
Medical ID Numbers

Investment Account
Numbers

Username and Password
Combinations

Mother's Maiden Name

National Provider Identifier

Number

Telecom Account
Application Monitoring

Rent-to-Own Monitoring

Buy Here/Pay Here Auto
Loans

Auto Pawns/Title Pawns

Enhanced Sub-Prime
Loans

U IDshield



Credit
Monitoring

v' Continuous monitoring
of member's credit
report(s) for changes or
updates

v" A monthly credit score

v' A 'Score Tracker' view
of credit performance
over time

v Alerts

© 2024 PPLSI. All rights reserved.
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IDShield Articles

News and info on identity theft issues, identity protection, online security, and more.
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Dark Web Monitoring

Dark Web Monitored Information

Phone Numbers

Social Security Number

0 IDENTITY PROTECT

Identity Protect

U DShield
Identity Protect
~2 SCORE TRACKER
/ Mailing AddreSS ID elements scanned 1D alerts delivered |
| !:e'xperian

v" Medical ID Numbers n n n P 802: —_
v Mother's Maiden Name o S (Bceiom. o T

: ; : Vantage Score 3.0
v" National Provider Identifier Number 0 -
v' Passport Number - .
v
v
v

Usernames

Type
| Dark web monitorin g alert
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Reputation Management and Online Privacy
Feature Overview

Scans social media for content that could damage online reputations and helps

Social Media Scan members find and delete risky social media posts that could put your online reputation
at risk.
Reputation Score Scores existing online reputations and provides actionable recommendations.

Scans Google search results for exposed results that may damage a member’s
Google Search reputation and provides a custom plan to improve the member’s online presence.

Helps members improve their personal brand through a tailored action plan, including

Personal Brand Builder how to build out a LinkedIn profile that ranks well in search engines.

IDShield’s Privacy Check provides a scan every 90 days of top data broker sites for
participants’ personal information, including their name, address and phone number.
Participants will be sent alerts if any information is found and will have the ability to
review and the option to remove this information.

Data Broker Site Management

U IDshield



Reputation Management

This unique service scans social media accounts and top Google
search results for online content that could damage reputations.

trained by over

R Reputation Report v v 1 B MnG
- - illio
<7' Clean Up Social Media v My Goog Ie Res UItS NEGATIVE IMPACT POSITIVE IMPACT 'm n
People will Google "IDShield Test" to learn more about you before deciding to work SCANNED: 2 hours ago ages and
G :_;’11Prc|:ve Google O A with you. Follow your next step below to improve your visibility in Google. NEXT SCAN: in 7 days Posts
esults -
Overview Q Refresh DO@S thlS contain a solo CUD or
Optimize Positives any Other B,COhOI?
Overview Positive Negative (1) Unlabeled (30) All

Suppress Negatives @

Build Personal Brand v
First page of Top 3 pages of results: Very “

results: Fair Poor L i 7

W 0 Negative W 1 Negative
m O Positive ' m O Positive
m 0 Neutral m O Neutral
m O NotMe m 0 NotMe
m 10 Unlabeled W 29 Unlabeled

Tip: Label your Top 10 results so we can help you improve them (and increase the accuracy of your score).

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Reputation Management Account Scan

Here's how it works:

Connect Analyze Action Score
IDShield member The tool uses Al text and photo Members review flagged content A score is calculated
authorizes social analysis to scan and review and can choose to remove content based on flagged content
media connection ' historical social posts | from their social media accounts. ' and actions taken
Note: This is a manual removal
H H My Reputation Score: Poor
X « =« Tweet possibly contains profanity, has and is not automatic. e - encecoud beurting you & cosig ou
¥** possibly toxic content. ﬁ‘“
v ...... ch angines.

s SAAN AN
@ This image contains alcohol |/,
- N i 5

Profiles are rescanned on-demand

U IDshield



Reputation Management - Persona Score

What We Look For

Photos &
Videos

Text Posts

» Alcohol, drugs, & related paraphernalia
» Lewd or inappropriate gestures

Weapons
Sexually explicit content

. Profanity, swears or unprofessional language

Derogatory or offensive language
Mentions of alcohol and drugs

. Sexually explicit language

. Bullying or aggressive language
. Criminal behavior

. Plus, a machine learning algorithm that is designed to find posts that could
be considered inappropriate but may not fall under the other categories

450

Reviey Needeq

S , v Toxic Post

' & Violence
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Reputation Management - Social Media Scan

Our Reputation Management feature scans participants' posts (written text & images) and
alerts them if damaging content is found.

Social Media Content Types

© 2024 PPLSI. All rights reserved.

-Images
-Text

-Images
-Text

- Thumbnail image in

video

- Posts made by the member

- Images uploaded by the member

- Does not scan for images posted by another user

- Does not include 3rd party-generated content posted to

the members’ walls.

- Posts made by the member
- Does not include retweets made by the member of others

posts

- Posts made by the member

- Automatically scans every 7
days or on demand

- Member needs to reauthorize

account connected after 60
days

- Automatically scans every 7

days or on demand

- Automatically scans every 7

days or on demand

U IDshield



Reputation Management — Google Search

IDShield’'s Google Results optimizer allows members to....

v See and optimize their positive results

and suppress their negative results @ Repustionfiport v
PP g My Google Results e -

< CleanUp Social Media v

People will Google "IDShield Test" to learn more about you before deciding to work SCANNED: 2 hours ago

=, mprove Google with you. Follow your next step below to improve your visibility in Google.

v Have their social media profiles and & note o
Google results scanned on an
automatic cadence

NEXT SCAN: in 7 days

Q) Refresh

Suppress Negatives (D Overview Positive Negative (1) Unlabeled (30) All

Build Personal Brand v

v" Receive guidance on OptimiZing their First page of Top 3 pages of results: Very
1st, 2nd and 3@ page of Google results results: Fair Poor

B | 0 Negative | 1Negative
to reflect positively m o [
0 Neutral 0 Neutral
m 0 NotMe m O Not Me
m 10 Unlabeled W 29 Unlabeled

Tip: Label your Top 10 results so we can help you improve them (and increase the accuracy of your score).

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Privacy Check- Data Broker Management

Helps minimize identity theft and data breaches by deleting private information
from data broker websites.

U IDshield ) @
v' Data broker websites collect )
_ @ tom « Privacy Check
and sell online data to other @ cre
& security
companies. O oo '
. . . ]
v' Deleting information from I\
these sites helps reduce the
risk of identity theft, robocalls Confirm Enroliment
and scams. e
Confirm
v" Privacy Check scours data [ ]
broker websites to find and

delete personal information.

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Privacy Check- Data Broker Management

Feature Overview

every 90 days for personal

information, including name, @ e ¢ Privacy Check
address and phone number. 3 -
— Removing your personal information helps protects you from:
v' Participants can review this = e -

information and choose to DL e e S RS S € S e
remove It WhICh helps E\_ﬂ Scams, financial hacks and ransomware

reduce solicitation. (Removal S5 ot i e s e s s
can take up to 45 days.)

_1 Robocalls and spam
[

Telemarketers can find phone numbers online and use them to disrupt people with unsolicited calls or marketing.

‘/ Alerts are available E‘L,-E Stalkers, creeps and doxxers

Stalkers can use exposed addresses, phone numbers and relatives' names to track down and harass victims.

==
Embarrassing disclosures
A‘\ Anyone who Googles you can find your divorce records, traffic violations, age, net worth, and more

1 Continual re-exposure
-§®£ Data Brokers and people search sites may re-publish pieces of personally identifiable info, which can show up in

Google

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Financial Account Monitoring

v' Set personal thresholds 0o e
on finanCiaI accounts S zﬂ‘, Identity Protect
for withdrawals, -

balance transfers and
large purchases

v" Receive alerts if a
transaction is made outside
of the thresholds they L2 b | —
defined. @ Chase “

v' Accounts monitored include
checking savings, 401k
accounts, loans and more. % el g com

«— B3 prai X

Select your institution

% Bank of America
s bankofamerica.com

«  Citibank Online
www.citi.com

g PNC

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Social Media Monitoring

Social Media Monitoring scans newly posted content on Facebook, X (formerly Twitter),

LinkedIn, and YouTube looking for fraud, hacks, credentials, profanity and harsh language.

Add a Social Media Account

Select the social media account you wish to monitor.

Ensure you are logged in to the social media platform before selecting.

E1 Facevook

X Twitter

© 2024 PPLSI. All rights reserved. ‘7 IDShield



bbBd *AW [*olld*

Address Change Court Records High Risk Applications Sub-Prime Loan
Verification Monitoring Monitoring Monitoring

Screens the United States Searches court records Monitors for new account Sub-prime monitoring searches
Postal Service (USPS) address associated with the member’s  application data tied to high-risk transaction data for rent-to-
history through the National name, SSN and Date-of-Birthto  transactions such as opening a own, buy-here pay-here auto
Change of Address database. determine if their information new bank account or large dealers, title pawn and sub-
has been associated with a money transfers. prime loan applications.
criminal act.
Public Records Sex Offender Child Monitoring . -
o s : Telecom Monitoring
Monitoring Monitoring (Family Plan)
Screens over 78 billion public Monitors member’s data to Monitors a child’s Social Monitors phone number history
records from 10,000+ diverse identify if it is fraudulently Security Number to track if it is associated with an individual
sources, comprising public, associated with a sex offender  associated with any new names, and any phone number changes
private, regulated, emerging and registry. Also reports on credit inquires or addresses. with a database of more than 1.2
derived data; covering more registered sex offenders within billion landlines. This assures
than 283 Million U.S. Consumer  the member’s geographic area. participants that their phone
identities. numbers are not being

redirected.

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Alerts

v Email

v Push Notification

v Text Alerts

QU iDshield

U Ipshield
7 SCORE TRACKER
L
texperian

802; GREAT

mem
750 850
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(]
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7 SCORE TRACKER

IDShield Articles

News and info on identity theft issues, identity protection, online security, and more.

U IDshield

Hello

Please log in to your IDShield account to view your new
Credit Monitoring Alert(s).

Fraud Statement

Collection Change

Log In Now

If you have any questions please contact Customer Care at
memberservices@idshield.com or call (888) 494-8519, 7
a.m. to 7 p.m. CT, Monday-Friday.

IDShield © 2023 All rights reserved. View our updated Privacy Policy

and Terms of Service.

U IDshield



Anti-Malware

and Device T

Protection - .

v Multi-Device Protection 2 Maximumsecurity

7 VPN o e

v Password Manager i Farriily
v Mobile Security g e e

v Online Parental Controls
v Web Filters/Ad Blockers

@ Protected

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Password Manager

Easily Captures Your
Password

V I/21 11T

FAMILY PLAN Overview

Overview

CREDIT SCORE TRACKER

Monitoring Q

(,) MG
|22 credit Score Tracker Password Manager

automatically sign into this

website next time? fantageScore® credit score

& arkwen Save the password and
E Financial Accounts

Social Media ACCOUNT Notnow | Never forthis site

e ey juliemeinrath® legalshisldcorp.com

Family Members
Resources
Credit Report
Member Perks
Dark' Web Alert

Support Login Credentials Compromised
2/27/2022

==
BB Lost Wallet Protectio
&
a

© 2024 PPLSI. All rights reserved.

Shares Across

Devices
Remembers your

Credentials
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‘7 IDShield (') Password Manager

Overview

S\gn inwith:
Monitorin, N . .
g idshieldcanadatest@gmail.com

&2 credit Score T
Dark Web inrath@egalshieldcorp.com
Financial Acco endmicro
Sex Offenders inrath@legalshieldcorp.com
Social Media ®

Reputation Ma|

Ty

Resources
Forgot Password?

Credit Report
Member Perks

Lost Wallet Prc

Support Login Credentials Compromised
2/27/2022
Halnful Tine

Qb

Sacure Nated T SelErgn
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We continue to
build our digital
footprint every
day

« Think for a moment about your own
digital footprint...

« Have you logged in to one or more
of these apps
* this month?

e this week?

» today?

* right now?



Consultation Services

IDShield identity theft specialists provide consultation on an unlimited number of
identity related issues or concerns.

And you don't have to be a victim of identity theft to take advantage of this great
service!

« Ordering credit reports Information on current identity fraud issues

Credit inquires, disputes and concerns Best practices for financial transactions

|ldentity theft questions Data breach information and safeguards

Consumer rights laws Lost or stolen wallet assistance

Best practices to protect PII Medical and minor identity theft information

Email scam protection And much, much more!

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Full-Service
Restoration

The average time it takes
IDShield to resolve 96 % of

identity theft issues is 2 hours

with the remaining cases
taking an average of 24 days.

IDShield Licensed Private Investigator
Certifications:

. Certified Identity Theft Risk Management
Specialist

«  Fair Credit Reporting Act Certified (FCRA)

. Certified Identity Theft Risk Management
Specialist (CITRMS)

. Certified Credit Scoring specialist (CCSS)

«  Certified Credit Report Reviewer (CCRR)

© 2024 PPLSI. All rights reserve: d.

Participant receives an
alert and calls

/,

Satisfaction
surveys are sent
after every
interaction

R

-

Participant executes Limited
power of attorney, then LPI
disputes fraud issue and
restores participant’s identity

=P (o

Identity theft
\' specialist

confirms identity

theft

0

A dedicated LPl is
assigned for the duration
of the case - creating a 111
relationship

U IDshield



~ —— The IDShield
— W Mobile App

~7 SCORE TRACKER 2 IDENTITY PROTECT

ID elements scanned

.
Sexperian

G @ bom
300 560 750 850

802: orear Y a A shield in the palm of your hand

Vantage Score 3.0

v" Receive real-time Identity threat and
credit inquiry alerts.

Monitored information

1 v Credit score tracker—updated monthly.

S . v Direct access to an identity theft

. specialist.

e . v' 24/7 emergency access.

. X v Track and edit monitored information.
v" And more!
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IDShield
Member Portal

v' Access account
information

v' Add/update monitored
information

v Add/update dependent
information

v" Review alerts

v' Track credit score

v And more!

IDShield Articles

© 2024 PPLSI. All rights reserved. ‘7 IDShield



Comprehensive Restoration
$3 Million Identity Fraud Protection Plan

Licensed Private Investigators will:

- Do whatever it takes.
« Work as long as it takes.

UNLIMITED . . .
SERVICE - Restore identity to its

GUARANTEE pre-theft status.

U IDshield



U Legaishield | ) IDShield

Credit Counseling and Education

N | Dual LegalShield and IDShield Members receive the
o e | additional benefit of Credit Counseling and Education

- Advice on managing your finances to maintain or
develop healthy credit.

sssss

* Your LegalShield Law Firm will advocate for you in
the complicated world of credit matters, including
sending a letter to the credit bureaus on your behalf
when a bona fide error is found on your credit
report.

- The Dual LegalShield and IDShield Plan will give
you peace of mind with full support for all credit-
related matters.



Family Coverage Available

Who's Covered-

 The member
 The member's spouse
* Dependents up to the age 26

» Individual coverage is also
available for IDShield

* With IDShield, dependents who fall into the category of ages, 18-26 will receive
unlimited consultation and complete restoration by licensed private investigators.
Note that monitoring is not available for dependents in this category.
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Hi Jane!

Don't let your legal
question become your
legal problem

Request a consult

Start your will

No matter your age, having a will provides peace of
mind... like a 'Do Not Disturb' sign for the afterlife. It's
a reflection of your life—think about your loved ones,
support your favorite causes, and ensure your pets
are cared for. Start today; it's a simple, responsible
act that shows you care and might even be a bit of

fun!
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Get started

What Is the Will Process? - Leg...
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