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According to Barclays, the information 
parents share about their children 
online will lead to two-thirds of the 
identity theft committed against young 
people by 2030

http://www.bbc.co.uk/news/education-44153754
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A Javelin study found 94% of families 
did not have identity protection in 
place when their child became a victim 
of identity fraud

http://javelinstrategy.com/sites/default/files/files/reports/21-5012J-FM-2021%20Child%20Identity%20Fraud%20Study_1.pdf
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Our loved ones are not statistics
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Identity theft can cause lasting trauma
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Identity theft recovery isn’t just 
about restoring your credit — 
it’s about restoring your peace 
of mind

We help with protective and 
restorative solutions

Here’s how



Complete Coverage Discounted For Employees
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Real-Time Monitoring of What Matters Most
• Full Name
• Date of Birth
• Social Security Number
• Driverʼs License
• Passport Number
• Mailing Address
• Phone Numbers
• Bank Account Numbers

• Credit/Debit Card Numbers 
• Retail Card Numbers
• Medical ID Numbers 
• Investment Account 

Numbers
• Username and Password 

Combinations 

• Motherʼs Maiden Name
• National Provider Identifier 

Number
• Telecom Account 

Application Monitoring
• Rent-to-Own Monitoring
• Buy Here/Pay Here Auto 

Loans
• Auto Pawns/Title Pawns
• Enhanced Sub-Prime 

Loans
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 Continuous monitoring 
of member's credit 
report(s) for changes or 
updates

 A monthly credit score
 A ‘Score Trackerʼ view 

of credit performance 
over time

 Alerts

Credit
Monitoring
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Dark Web Monitoring
Dark Web Monitored Information

 Mailing Address

 Medical ID Numbers

 Mother s̓ Maiden Name

 National Provider Identifier Number

 Passport Number

 Phone Numbers

 Social Security Number

 Usernames



Reputation Management and Online Privacy

Social Media Scan
Scans social media for content that could damage online reputations and helps 
members find and delete risky social media posts that could put your online reputation 
at risk.

Reputation Score Scores existing online reputations and provides actionable recommendations.

Google Search
Scans Google search results for exposed results that may damage a member’s 
reputation and provides a custom plan to improve the member’s online presence.

Personal Brand Builder Helps members improve their personal brand through a tailored action plan, including 
how to build out a LinkedIn profile that ranks well in search engines.

Data Broker Site Management 

IDShield’s Privacy Check provides a scan every 90 days of top data broker sites for 
participants’ personal information, including their name, address and phone number. 
Participants will be sent alerts if any information is found and will have the ability to 
review and the option to remove this information.

Feature Overview 
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Reputation Management
This unique service scans social media accounts and top Google 
search results for online content that could damage reputations. 



IDShield member 
authorizes social 

media connection

Reputation Management Account Scan

The tool uses AI text and photo 
analysis to scan and review 

historical social posts

Members review flagged content 
and can choose to remove content 
from their social media accounts. 

Note: This is a manual removal 
and is not automatic. 

Profiles are rescanned on-demand 

Connect Analyze Action
A score is calculated 

based on flagged content 
and actions taken

Score

Hereʼs how it works: 



What We Look For

Photos & 
Videos

Text Posts

• Alcohol, drugs, & related paraphernalia
• Lewd or inappropriate gestures
• Weapons 
• Sexually explicit content

• Profanity, swears or unprofessional language
• Derogatory or offensive language
• Mentions of alcohol and drugs
• Sexually explicit language
• Bullying or aggressive language
• Criminal behavior
• Plus, a machine learning algorithm that is designed to find posts that could 

be considered inappropriate but may not fall under the other categories

Reputation Management - Persona Score
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Reputation Management - Social Media Scan

Social Media 
Platform

Content Types 
Reviewed Posts Reviewed Rescan

• Images
•Text 

• Posts made by the member
• Images uploaded by the member
• Does not scan for images posted by another user 
• Does not include 3rd party-generated content posted to 

the members’ walls.

• Automatically scans every 7 
days or on demand 

• Member needs to reauthorize 
account connected after 60 
days

• Images
•Text 

• Posts made by the member
• Does not include retweets made by the member of others' 

posts • Automatically scans every 7 
days or on demand 

•Thumbnail image in 
video • Posts made by the member • Automatically scans every 7 

days or on demand 

Our Reputation Management feature scans participantsʼ posts (written text & images) and 
alerts them if damaging content is found. 
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Reputation Management – Google Search

 See and optimize their positive results 
and suppress their negative results

 Have their social media profiles and 
Google results scanned on an 
automatic cadence

 Receive guidance on optimizing their 
1st, 2nd and 3rd  page of Google results 
to reflect positively

IDShieldʼs Google Results optimizer allows members to…. 
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 Data broker websites collect 
and sell online data to other 
companies. 

 Deleting information from 
these sites helps reduce the 
risk of identity theft, robocalls 
and scams. 

 Privacy Check scours data 
broker websites to find and 
delete personal information. 

Privacy Check- Data Broker Management  
Helps minimize identity theft and data breaches by deleting private information 
from data broker websites. 
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 Scans top data broker sites 
every 90 days for personal 
information, including name, 
address and phone number.

 Participants can review this 
information and choose to 
remove it which helps 
reduce solicitation. (Removal 
can take up to 45 days.) 

 Alerts are available 

Privacy Check- Data Broker Management  
Feature Overview
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Financial Account Monitoring

 Set personal thresholds 
on financial accounts 
for withdrawals, 
balance transfers and 
large purchases

 Receive alerts if a 
transaction is made outside 
of the thresholds they 
defined.

 Accounts monitored include 
checking savings, 401k 
accounts, loans and more.
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Social Media Monitoring
Social Media Monitoring scans newly posted content on Facebook, X (formerly Twitter),  

LinkedIn, and YouTube looking for fraud, hacks, credentials, profanity and harsh language.
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� ЫЫ٭�ס�סΔּרȀů ٭ס⁯��ס٭� ֵ
Address Change 

Verification
Court Records 

Monitoring
High Risk Applications 

Monitoring  
Sub-Prime Loan 

Monitoring
Screens the United States 

Postal Service (USPS) address 
history through the National 

Change of Address database. 

Searches court records 
associated with the member’s 

name, SSN and Date-of-Birth to 
determine if their information 
has been associated with a 

criminal act.

Monitors for new account 
application data tied to high-risk 
transactions such as opening a 

new bank account or large 
money transfers. 

Sub-prime monitoring searches 
transaction data for rent-to-
own, buy-here pay-here auto 
dealers, title pawn and sub-

prime loan applications. 

Public Records 
Monitoring 

Sex Offender 
Monitoring

Child Monitoring 
(Family Plan) Telecom Monitoring

Screens over 78 billion public 
records from 10,000+ diverse 

sources, comprising public, 
private, regulated, emerging and 

derived data; covering more 
than 283 Million U.S. Consumer 

identities.

Monitors member’s data to 
identify if it is fraudulently 

associated with a sex offender 
registry. Also reports on 

registered sex offenders within 
the member’s geographic area. 

Monitors a child’s Social 
Security Number to track if it is 

associated with any new names, 
credit inquires or addresses. 

Monitors phone number history 
associated with an individual 

and any phone number changes 
with a database of more than 1.2 

billion landlines. This assures 
participants that their phone 

numbers are not being 
redirected.
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Alerts
 Email 
 Push Notification
 Text Alerts
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 Multi-Device Protection
 VPN
 Password Manager
 Mobile Security
 Online Parental Controls
 Web Filters/Ad Blockers

Anti-Malware 
and Device 
Protection
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Password Manager
Easily Captures Your 

Password
Remembers your 

Credentials

Shares Across 
Devices
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We continue to 
build our digital 
footprint every 
day

• Think for a moment about your own 
digital footprint...

• Have you logged in to one or more 
of these apps 

• this month?

• this week?

• today?

• right now?
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Consultation  Services
IDShield identity theft specialists provide consultation on an unlimited number of 
identity related issues or concerns.
And you donʼt have to be a victim of identity theft to take advantage of this great 
service!

• Ordering credit reports

• Credit inquires, disputes and concerns

• Identity theft questions

• Consumer rights laws

• Best practices to protect PII

• Email scam protection

• Information on current identity fraud issues

• Best practices for financial transactions

• Data breach information and safeguards

• Lost or stolen wallet assistance

• Medical and minor identity theft information  

• And much, much more!
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Full-Service 
Restoration

Participant receives an 
alert and calls

Identity theft 
specialist 

confirms identity 
theft

A dedicated LPI is 
assigned for the duration 
of the case - creating a 11 

relationship

Participant executes Limited 
power of attorney, then LPI 

disputes fraud issue and 
restores participantʼs identity

Satisfaction 
surveys are sent 

after every 
interaction

The average time it takes 
IDShield to resolve 96% of 

identity theft issues is 2 hours 

with the remaining cases 
taking an average of 24 days.

IDShield Licensed Private Investigator 
Certifications:

• Certified Identity Theft Risk Management 
Specialist

• Fair Credit Reporting Act Certified FCRA
• Certified Identity Theft Risk Management 

Specialist CITRMS
• Certified Credit Scoring specialist CCSS
• Certified Credit Report Reviewer CCRR
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The IDShield 
Mobile App

A shield in the palm of  your hand

 Receive real-time Identity threat and 
credit inquiry alerts.

 Credit score tracker—updated monthly.
 Direct access to an identity theft 

specialist.
 24/7 emergency access.
 Track and edit monitored information.
 And more!
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IDShield
Member Portal
 Access account 

information
 Add/update monitored 

information
 Add/update dependent 

information
 Review alerts
 Track credit score
 And more!
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$3 Million Identity Fraud Protection Plan

Comprehensive Restoration

UNLIMITED
SERVICE

GUARANTEE

• Do whatever it takes.
• Work as long as it takes.
• Restore identity to its 

pre-theft status.

Licensed Private Investigators will:



Credit Counseling and Education 
Dual LegalShield and IDShield Members receive the 
additional benefit of Credit Counseling and Education

• Advice on managing your finances to maintain or 
develop healthy credit. 

• Your LegalShield Law Firm will advocate for you in 
the complicated world of credit matters, including 
sending a letter to the credit bureaus on your behalf 
when a bona fide error is found on your credit 
report. 

• The Dual LegalShield and IDShield Plan will give 
you peace of mind with full support for all credit-
related matters.  



Family Coverage Available

Whoʼs Covered-

• The member
• The memberʼs spouse
• Dependents up to the age 26
• Individual coverage is also 

available for IDShield

* With IDShield, dependents who fall into the category of ages, 1826 will receive 
unlimited consultation and complete restoration by licensed private investigators. 
Note that monitoring is not available for dependents in this category. 



Complete Coverage Discounted For Employees
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